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Abstract—Deepfake generation has advanced faster than the
tools meant to contain it. Proactive defenses such as invisible
watermarking have already been broken, which leaves forensic
detection as the practical line of defense. Detection alone is not
enough, however, when a verdict must be trusted in high-stakes
settings, where a result that cannot be explained is of little use.
This work studies how preprocessing choices shape both the
accuracy and the explainability of convolutional deepfake detec-
tors. We build a parametric pipeline around an EfficientNet-B4
backbone and compare nine preprocessing configurations that
vary data augmentation and cutout strategy on a paired subset
of the FaceForensics++ dataset. Each configuration is evaluated
with four complementary metrics that separate ranking ability
from probability calibration, and the decisions of every model
are examined region by region with Grad-CAM aligned to
facial landmarks. Combining augmentation with a black-filled
cutout produces the strongest overall detection, reaching an area
under the curve of 0.8971. The four metrics do not agree on a
single best configuration, and the per-region analysis exposes a
vulnerability in the nose region that aggregate accuracy hides.
These findings show that preprocessing is a design decision
affecting both how well a detector ranks samples and how
trustworthy and interpretable its decisions are.

Keywords—deepfake detection, explainable artificial intelli-
gence, Grad-CAM, data augmentation, convolutional neural net-
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I. INTRODUCTION

Synthetic faces produced by modern generative models have
become so realistic that people can no longer reliably tell
them apart from photographs of real individuals; in controlled
studies such faces are even judged as more trustworthy than
genuine ones [1]. The techniques that create this content
have moved quickly, from the generative adversarial networks
behind early face swaps to diffusion models that synthesize
photorealistic imagery from a text prompt [2]. As the quality
of manipulation rises, so does its potential for fraud, disin-
formation, and the erosion of trust in recorded media [3],
[4]. These harms are concrete: in 2024 a single deepfake
video call defrauded the engineering firm Arup of about USD
25 million [5], and generative-AI-enabled fraud losses in the
United States are projected to reach USD 40 billion by 2027
[6].

One response has been to mark synthetic media at the

moment of creation. Provenance schemes embed an invisible
watermark that downstream tools can later read to confirm
an image was machine generated, and recent systems such as
SynthID aim to do this at internet scale [7]. Such defenses
are proactive, but they are not unbreakable. A universal
attack, UnMarker, strips the strongest watermarks, including
semantic ones, while leaving the image visually intact [8]. If
the marks meant to certify provenance can be removed, then
reactive detection of manipulated faces remains a practical
necessity rather than a fallback.

Detection is rarely the end of the story. When a judgment
about whether a face is real or fake informs a consequential
decision, the people who rely on it need to understand why
the model decided as it did. A classifier that outputs only a
probability is hard to scrutinize or challenge [9]. This raises
two requirements that are usually treated separately: a detec-
tor must be accurate, and its decisions must be interpretable
and well calibrated, so that a reported confidence can be
trusted [10].

Most work on convolutional deepfake detection treats
the training recipe as fixed and adds explainability, when
present, as a visualization placed on top of an already trained
model. The preprocessing choices that shape the detector,
in particular the data augmentation policy and the use of
cutout regularization, are tuned for accuracy and then left
unexamined from the standpoint of what the model learns
to look at. Whether those same choices also change where
a detector attends, and how trustworthy its probabilities are,
has received little attention.

This paper studies that question directly. Building on Se-
ferbekov’s detection pipeline [11], we construct a parametric
framework around an EfficientNet-B4 backbone [12] and
vary two preprocessing axes, augmentation and cutout fill
strategy, across nine configurations. Each configuration is
evaluated on a paired subset of FaceForensics++ [13] with
four metrics that separate ranking ability from probability
calibration, and the decisions of every trained model are
examined region by region using Grad-CAM [14] registered
to 68 facial landmarks [15]. The contributions are as follows.

• A controlled comparison of nine augmentation and



cutout configurations for convolutional deepfake detec-
tion, evaluated across AUC, F1-score, Brier score, and
logarithmic loss on identity-preserving real-fake pairs.

• Evidence that these four metrics disagree on the best
configuration, so that no single accuracy number char-
acterizes a detector: the configuration with the strongest
ranking ability is not the best calibrated.

• A per-region Grad-CAM analysis showing that aug-
mentation and cutout choices reshape where a detector
attends, and that the highest-scoring configuration hides
a pronounced failure in the nose region that accuracy
metrics do not reveal.

II. RELATED WORK

A. Deepfake Generation and Detection

Early face manipulations relied on autoencoders and gen-
erative adversarial networks to swap or reenact identities,
and surveys of this period catalogue a fast-growing family
of methods alongside the detectors built to counter them
[3], [16]. Generation has since shifted toward diffusion mod-
els that produce photorealistic faces from text or reference
images [2], [17], widening the gap between what can be
synthesized and what can be reliably detected [4].

B. Detection Approaches

Detectors fall into a few broad groups. Frame-level methods
treat detection as image classification with a convolutional
backbone, where efficient architectures such as EfficientNet
offer a strong accuracy-to-cost ratio [12]. Temporal methods
add a recurrent stage to model inconsistencies across frames
[18]. A third group targets the manipulation process rather
than a specific generator: Face X-ray detects the blending
boundary left when a synthetic face is composited into a
real frame, which helps it generalize to unseen manipula-
tions [19]. A related line improves generalization through
synthetic-artifact augmentation, such as frequency-enhanced
self-blended images [20]. The winning solution of the Deep-
Fake Detection Challenge combined MTCNN face detection
with heavy augmentation and an ensemble of EfficientNet
backbones [11], [21], and it serves as the methodological
basis for our pipeline.

Generalization across datasets remains the central diffi-
culty. Recent work shows that careful training is needed for
a detector to transfer beyond its training data [22], and detec-
tors trained on academic datasets degrade sharply on in-the-
wild deepfakes [23]. Benchmarks such as FaceForensics++
[13] and Celeb-DF [24] are used to measure this.

C. Artifacts, Explainability, and Calibration

A separate line of work asks what detectors actually key
on. Visual-artifact studies show that manipulations leave
traces in specific facial regions [25], and gradient-based
attribution methods such as Grad-CAM expose where a
network attends when it makes a decision [14]. Such tools
underpin explainable artificial intelligence for vision [9], yet
in deepfake detection they are typically applied after training

Fig. 1: Detection pipeline. A video is reduced to 12 frames, faces are detected
with MTCNN and preprocessed, an EfficientNet-B4 backbone scores each
frame, and Grad-CAM provides region-level explanations of the trained
model.

to illustrate individual examples rather than to compare how
training choices change a model’s attention; only recently
has explanation quality for deepfake detectors been evalu-
ated quantitatively [26]. Accuracy is also not the same as
trustworthiness: a model can rank samples well while being
poorly calibrated, reporting confidences that do not match its
true correctness [10], and calibration is increasingly treated
as a reliability requirement for deepfake detectors [27]. Our
study connects these threads by treating augmentation and
cutout as variables whose effect on calibration and region-
level attention we measure directly.

III. EXPERIMENTS

A. Pipeline Overview

Fig. 1 summarizes the detection pipeline, which adapts
Seferbekov’s DeepFake Detection Challenge solution into a
flexible framework so that individual preprocessing factors
can be varied without altering the rest of the system [11].
Each input video is reduced to a short frame sequence, faces
are detected and aligned, optional augmentation and cutout
are applied, and an EfficientNet-B4 backbone produces a
frame-level score that is averaged into a video-level predic-
tion. Grad-CAM is attached to the trained model to recover
region-level explanations.

B. Preprocessing

From each video, 12 frames are sampled at equal intervals
from 32 candidates to form a consistent temporal sequence.
Faces are located with a multitask cascaded convolutional
network (MTCNN) [28] and cropped to a fixed 224 by 224
resolution. For the region-level analysis, 68 facial landmarks
are extracted with dlib [15] and used to associate image areas
with the eyes, eyebrows, nose, mouth, and jaw. Frames are
normalized with ImageNet statistics before being passed to
the backbone.

C. Augmentation and Cutout

Data augmentation uses the Albumentations library [29] and
applies flipping, scaling, rotation, noise, blur, and brightness
changes to duplicated copies of the training frames. Cutout
regularization [30] follows the FaceCrop strategy of the



Fig. 2: The three cutout fill variants applied to a manipulated frame: random
RGB (left), black (center), and white (right).

TABLE I: The Nine Preprocessing Configurations

# Configuration Augmentation Cutout fill
1 Baseline none none
2 Augmentation only standard none
3 Augmentation only intense none
4 Cutout only none random
5 Cutout only none black
6 Cutout only none white
7 Augmentation + cutout standard random
8 Augmentation + cutout standard black
9 Augmentation + cutout standard white

baseline [11]: the structural similarity index (SSIM) [31]
between a real frame and its manipulated counterpart locates
regions of high similarity, and polygonal cutouts are placed
there on the synthetic frames. The masked area is filled in
one of three ways, with random RGB values, with black, or
with white (Fig. 2).

A complementary star-shaped cutout of radius 8 to 16
pixels is applied to real frames with probability 0.5, dis-
couraging the model from overfitting to pristine facial detail.
This asymmetric design, FaceCrop on fakes and star cutout
on reals, exposes the detector to detection-resistant artifacts
without erasing genuine cues.

D. Model and Training

The backbone is an EfficientNet-B4 [12] initialized with
ImageNet weights and applied independently to each of the
12 frames in a time-distributed configuration. Frame features
are reduced by global average pooling and passed to a
compact head consisting of dropout with rate 0.55 and a
single sigmoid unit with L2 kernel regularization of 0.001.
Video-level predictions are obtained by averaging the frame-
wise probabilities, and the model is trained with binary
cross-entropy on this averaged output to match the inference
rule. Optimization uses Adam with a cosine learning-rate
schedule, gradient clipping at 1.0, a batch size of 4, and early
stopping on validation loss with a patience of 5 epochs. Every
configuration is trained three times, and we report the mean
and standard deviation across runs.

E. Experimental Configurations

Nine configurations span two axes, the presence and intensity
of augmentation and the cutout fill strategy, as listed in
Table I. A baseline uses neither augmentation nor cutout.
Two configurations apply augmentation alone at standard and
increased intensity. Three apply cutout alone with random,
black, or white fill. The final three combine augmentation
with each fill type. All other architectural and training choices
are held at the baseline values, so any difference in outcome
can be attributed to the two factors under study.

F. Dataset

Experiments use a subset of FaceForensics++ [13] consisting
of 1,000 real and 1,000 manipulated videos drawn from
a pool of roughly 5,000. The manipulated set is balanced
across four families, FaceSwap, Face2Face, FaceShifter, and
DeepFakes, with 250 pairs each. Real and fake videos are
kept as identity-preserving pairs, and the data is divided
70/15/15 into training, validation, and test partitions on a
pair basis, so an identity never appears across splits. Larger
datasets such as Celeb-DF [24] and the DeepFake Detection
Challenge set [21] were left to future work because of their
size and cost.

G. Evaluation Metrics

Four complementary metrics separate ranking ability from
probability quality. The area under the receiver operat-
ing characteristic curve (AUC) and the F1-score measure
how well a model separates the two classes, threshold-
independently and at the operating threshold; the Brier score
and logarithmic loss measure how well its reported proba-
bilities are calibrated [10]. Reporting both families matters
because a model can rank samples well while being poorly
calibrated.

H. Grad-CAM Region Analysis

To study what each model attends to, Grad-CAM [14] is
applied per frame and the maps are summarized at the video
level. Activations are registered to the 68 landmarks and
averaged within eight facial regions: the left and right eyes,
the left and right eyebrows, the nose, the inner and outer
mouth, and the jaw. For each region we record its mean
activation, computed separately for the four prediction cate-
gories: true positive, true negative, false positive, and false
negative. Comparing these region scores across categories
links a model’s attention to its specific successes and failures.

IV. RESULTS

A. Quantitative Performance

Table II reports all nine configurations across the four met-
rics. Combining augmentation with a black-filled cutout gives
the strongest aggregate result, with an AUC of 0.8971, an F1-
score of 0.8429, and the best Brier score of 0.1242. This is
about a 3% AUC improvement over the baseline (0.8678) and
about an 8% gain in F1-score (0.7780). Every configuration
that combines augmentation with cutout improves on the
baseline Brier score, by between 4.5% and 18.5%, indicating
better-calibrated probabilities once both factors are present.

B. Metrics Disagree on the Best Configuration

No single configuration wins on every metric. While the
black-filled combination leads on AUC, F1-score, and Brier
score, the lowest logarithmic loss belongs to the random-
filled combination (0.4656 against 0.4710), so the best-ranked
model is not the best calibrated. Augmentation alone is
the clearest case: it ranks last on AUC (0.8610) and worst



TABLE II: Detection performance of the nine preprocessing configurations on the FaceForensics++ subset, reported as mean ± standard deviation over
three runs. Arrows indicate whether higher (↑) or lower (↓) is better. The best value in each column is shown in bold.

Configuration AUC ↑ F1-score ↑ Brier ↓ LogLoss ↓
Baseline 0.8678± 0.0044 0.7780± 0.0065 0.1524± 0.0013 0.4827± 0.0069
Augmentation only (standard) 0.8610± 0.0051 0.7955± 0.0084 0.1572± 0.0010 0.5719± 0.0084
Augmentation only (intense) 0.8718± 0.0043 0.7932± 0.0077 0.1431± 0.0008 0.5288± 0.0081
Cutout only, random fill 0.8711± 0.0051 0.7769± 0.0069 0.1524± 0.0012 0.5241± 0.0078
Cutout only, black fill 0.8666± 0.0043 0.7912± 0.0077 0.1537± 0.0009 0.4989± 0.0074
Cutout only, white fill 0.8639± 0.0047 0.7704± 0.0074 0.1462± 0.0011 0.5244± 0.0076
Random fill + augmentation 0.8837± 0.0072 0.7950± 0.0098 0.1450± 0.0011 0.4656± 0.0067
Black fill + augmentation 0.8971± 0.0064 0.8429± 0.0101 0.1242± 0.0009 0.4710± 0.0063
White fill + augmentation 0.8734± 0.0061 0.7951± 0.0095 0.1455± 0.0012 0.4761± 0.0071

on logarithmic loss (0.5719), yet reaches the second-best
F1-score (0.7955). Augmentation without cutout therefore
improves the precision-recall balance at the chosen threshold
while degrading both the probability ranking and the cal-
ibration. Because the threshold-independent metric (AUC),
the threshold-dependent metric (F1-score), and the calibration
metrics (Brier score and logarithmic loss) order the config-
urations differently, reporting any one of them in isolation
gives an incomplete picture of a detector.

C. Correct and Incorrect Decisions Rely on Different Re-
gions

Grad-CAM links each decision to the facial regions that
drove it. Fig. 3 reports the mean per-region activation of all
nine configurations across the four prediction categories; the
description below focuses on the black-filled combination,
the strongest model, with the baseline for contrast.

In true-positive cases, where the model correctly flags
manipulated faces, the nose and the left eye stand out, both
close to 73%, and the left eyebrow is also active. Black fill
and augmentation give the model the ability to localize these
discriminative cues, which the baseline lacks: it remains weak
across every region (28 to 48%) and relies on much weaker
evidence to distinguish real from fake. Several augmented
configurations rely instead on the mouth, with inner and outer
mouth activation around 62 to 65%, a region that carries
manipulation artifacts of its own.

In true-negative cases, where the model accepts genuine
faces as real, the left eye again leads, above 70% against
about 35% for the baseline, and augmentation also raises the
eyebrow regions that the baseline keeps low. A genuine face
has no manipulation trace to detect, so the model confirms
it from the eye and eyebrow, while the baseline depends on
fewer regions. The black-filled cutout without augmentation
produces the highest nose activation in this case (74%) and
keeps the mouth high as well, where the augmented models
are more selective.

In false-negative cases, where the model misses manipu-
lated faces, the nose carries the highest activation, rising from
49% at the baseline to 78% for the black-filled combination,
with the inner mouth close behind at 75%, while the eye-
brows show the lowest values. The heavy black and white
fill pulls attention to the nose and mouth, so the model reads
a subtle manipulation there as genuine and the fake goes
undetected; simpler configurations keep a better balance and
miss fewer fakes.

In false-positive cases, where the model wrongly flags
genuine faces, the nose and the inner mouth show the highest
activation. The configurations without augmentation are the
worst, with nose activation up to 77%: they read ordinary
variation in the nose and mouth as manipulation, which
raises false alarms on real faces, whereas the black-filled
combination is more conservative and stays lower at about
69%. The same black fill that is restrained here reaches 78%
in the false-negative case, so its lower false-alarm rate comes
with more missed manipulations.

D. A Hidden Trade-off in the Nose Region

One pattern cuts across all four categories: the nose carries
high activation whether the model is right or wrong, so
the region that anchors correct detection also dominates the
errors. A configuration can therefore improve its overall score
while growing more dependent on a single region, a trade-off
the headline metrics in Table II do not reveal. This reliance is
understandable, since the nose is a structural anchor whose
subtle blending artifacts are reliably exploited by detectors
[25], and stable mid-facial regions reveal manipulation traces
more consistently than dynamic areas such as the eyes or
mouth [19]. We also observe that the black-filled cutout
outperforms random fill on this FaceForensics++ subset,
which runs counter to the larger-scale DeepFake Detection
Challenge experience [11]. We attribute this to the smaller
scale of our paired subset rather than to a property of the fill,
and we treat it as a conjecture to be tested at full scale.

V. CONCLUSION

We studied how two preprocessing choices, data augmenta-
tion and cutout fill strategy, affect both the accuracy and the
explainability of a convolutional deepfake detector. Across
nine configurations on a paired FaceForensics++ subset,
combining augmentation with a black-filled cutout produced
the strongest overall detection, but no single metric captured
the full picture: the best-ranked configuration was not the
best calibrated, and augmentation without cutout improved
threshold performance while harming calibration. A region-
level Grad-CAM analysis showed that correct and incorrect
decisions rely on different facial regions, and that the con-
figuration with the best aggregate score exposes the nose as
a persistent weak point in its error cases. Preprocessing is
therefore a design decision in its own right: it trades dis-
crimination against calibration and changes where a detector
looks, with direct consequences for how far its decisions can



Fig. 3: Mean Grad-CAM activation (%) per facial region for the nine configurations across the four prediction categories: true positive and true negative
(top row), false negative and false positive (bottom row). Rows follow the order of Table II and the color scale is shared across all panels. When correct,
the black-filled combination is most active in the nose, left eye, and left eyebrow; its errors shift to the nose and mouth.

be trusted, not only how often they are correct.

These results come with clear limits. The study uses a
single architecture, EfficientNet-B4, and a single dataset at
reduced scale, without cross-dataset evaluation or diffusion-
era manipulations, and the explainability analysis relies on
Grad-CAM alone. Each of these is a natural direction for fu-
ture work: evaluating the same configurations across datasets
such as Celeb-DF and the DeepFake Detection Challenge
set, extending to diffusion-generated faces, scaling to the full
FaceForensics++ corpus, and comparing additional attribu-
tion methods and architectures. The broader point is that
accuracy, calibration, and region-level explanation should be
reported together, because for high-stakes use a detector must

be judged on all three at once, and a strong score on one does
not offset a weak score on another.
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The source code and the trained model weights for the
reported configurations are made available by the authors.
The release includes the preprocessing code, the nine config-
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and the per-region figures can be regenerated. Two paths
are supported: training each configuration from scratch, or
loading the released weights to reproduce the reported scores
directly. The FaceForensics++ subset used in this study is
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